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ABSTRACT

Motivation: Computer forensic investigators and people commonly
performing incident response have known for some time that anti-
virus products are poor detectors of malware currently found on
compromised computers. Extensive use of binary executable pack-
ers and obfuscators by hackers has rendered analysis of compro-
mised systems into a largely manual process. This paper describes
the effectiveness of new and established products on detecting
malware retrieved from actual compromised hosts. Many organiza-
tions assume they are perfectly safe because they run anti-virus
and/or firewalls on user's systems. One purpose of this paper is to
evaluate this posture.

Methods: Thirty-five backdoors and related malware binaries were
harvested from live compromised computers from December 22,
2006 to February 20, 2007. On March 9, 2007, all 35 binaries were
scanned by 32 different up-to-date commercial, freeware, and open-
source virus scanners to assess their accuracy in detecting the
malware found on these computers.

Results: The average detection rate among the different scanning
products was 33%. Asarium had the highest detection rate with
75%. Panda Software had the next highest detection ratio at 50%.
Two products tied for the lowest detection rate at 6%. The most
shocking and unexpected result was seeing that 30 of the 32 prod-
ucts had a less than 50% detection rate.

Contact: gary@proventsure.com

1 INTRODUCTION

At a macro level, most large organizations belidwadr
enterprise-level antivirus deployments are proygdingood,
or at leasticceptabldevel of protection against the risks
posed to the data stored on computers througheudrth
ganization. Indeed, antivirus products are commsolg to
consumers with marketing claims such as the folowi
"You can expect 100% detection of In-the-Wild viagvi-
ruses already spreading between users) and exoadtat-
tion of Trojan horses*With a perception as pervasive as
this, it is no wonder enterprises commonly priagtre-

1(2007). "avast! 4 Home Edition." Retrieved from
http://www.avast.com/eng/avast_4 _home.html. Reddean 3/13/2007

sources on protecting their datacenter as oppastba: t
overabundance of desktops spread throughout amiaega
tion.

Although there are a number of claims to beindfitts¢
antivirus product, the first major products seerhdge been
"unvirus" and "immune" developed by the Hebrew léniv
sity in 1988. By 1990, the market had matured to 19 differ-
ent products, with large vendors entering the freigugh
acquisitions in 1992

Since then, products have evolved to use threernetk-
ods of detection. Most products currently used yada
plement a combination of all three methods foréased
effectiveness.

The first method is known aBctionary searching, and
involves searching files for binary-level "signas’ of
known malware. Signatures are strings of bytesfiecied
files and not in uninfected files. Signature matchineth-
ods are useful in many cases, but also easily evasiag
polymorphicandmetamorphicode. Polymorphic code
changes the byte-level representation of the wankéds to
accomplish while keeping the underlying code-manghi
algorithm intact. Metamorphic code, on the othardhaac-
tually reprograms itself in its entirety, includitige muta-
tion engine, every time it is execute@his theoretically
makes detection more difficult (although detectibgo-
rithms can still be developed for the reprogramnfing-
tions).

The second method scans $oispicious behavioiThese
behavior detection mechanisms can be implementeaa
ber of different ways, from a shim that watchesdertain

2 Neumann, P.G. (1988)Ftrum on Risks to the Public in Computers and
Related SystenisACM Committee on Computers and Public Policy. Re-
trieved from http://catless.ncl.ac.uk/Risks/6.6.htRetrieved on

3/13/2007.

3 Szor, P. (2005).Virus Research and Defenstlew Jersey: Symantec

“ The Mental Driller (2002).Metamorphism in practice or ‘how | made
MetaPHOR and what I've learfit29A#6 Retrieved from
http://vx.netlux.org/lib/vmd01.html Retrieved orl3/2007
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system calls processes make, all the way to impiéintgea
sandboxand running every process inside. Sandbox tech-
nology executes binaries invatual machine such that the
binary process thinks it is running inside the agiag sys-
tem, when in actuality it is running inside of ameat proc-
ess. The sandbox process then proxies every systéof
the binary process and monitors, logs, and creddets
about the binaries activities.

The third class is generically referred tahasiristics and
encompasses many different ways of determinindiléas
malware related. Most heuristic methods perforrargaly-
sis of the binary file format or flow control dugrexecution
to determine if the binary is exhibiting behavigpital of
binaries trying to protect themselves from antigipwod-
ucts. Heuristics also encompasses identifyingisimss
functions related to malware at the assembly level.

Malware authors are aware of how current antiapgli-
cations function, and will generally modify themde ac-
cordingly to exclude commonly detected functioBsnary
packers and crypters are also frequently usedficsoate
the contents of malicious binaries. These seemisighple
methods are generally enough to bypass most viarsnéng
tools.

Given all this, it has become common practice &musity
engineers and incident responders to become accedtto
analyzing hacked computers with fully active baakdathat
also have updated antivirus and host-based firqwad-
ucts, which have detected nothing anomalous. Isetlséua-
tions, since traditional scanning applicationstadied to the
presence of this malware, the location and anabfdisese
binaries has become a largely manual process meggipe-
cialized skills in identifying the fingerprints afcompro-
mised computer. With such a specialized skill equired,
most organizations without the budget for full-tifoeensic
engineers rely primarily upon antivirus productstatied
throughout their organization are at a much higlsérfor
harboring compromised computers.

Described in this paper is a test of 32 commer&iegware, and
open source updated virus scanners to assess ¢hm@gc in de-
tecting malware, and a deeper analysis of thetsesfithose tests.

2 EXPERIMENTAL DESIGN

From a period of December 22, 2006 to Februan207, bina-
ries were collected from compromised hosts in tieéworks. Be-
cause these were real-world systems and not hoteypa-level
details of the compromises cannot be legally disedip however,
the authors can make the archive of harvested lbackdvailable
upon request. A total of 35 backdoors were collixchie terms of a
representativedataset, this is a quite limited design, and snex
ined in theDiscussionsection of this paper. The collection period
was limited to three months in order to balanceceoms with
time-based relevancy of the sample set. Backdbatsare too new
would be a greatly unfair test, while those thattao old would be
moot for the point of the test.

All of these systems were originally detected amdpgoten-
tially compromised through network IDS signaturéenitifying
backdoor or bot-related traffic. Each system wasualy audited,
and the main offending binaries were removed afiécted. Only
binaries related to the actual running backdoorcgsees were
harvested.

Thirty-two products were used to scan each of tharkes. The
products and their revisions are showTable 1and are sorted in
descending order of version number, with the mostune prod-
ucts (by version) at the top of the list. We waitaer two weeks
to perform the scan, to give products a chancelgase signature
updates that could have affected the results afreng the back-

doors collected over the previous three months.

Tablel. Malware Detection Products Used

Update Date
Scanner Version (today: 3/9/2007)

McAfee 4981 Same day as scan
NOD32v2 2105 Same day as scan
eTrust-Vet 30.6.3467 Same day as scan
Symantec 10 Same day as scan
Panda 9.0.04 Same day as scan
CAT-QuickHeal 9 Same day as scan
AVG 7.5.0.447 Same day as scan
AntiVir 7.3.1.41 Same day as scan
BitDefender 7.2 Same day as scan
eSafe 7.0.14.0 Same day as scan
F-Secure 6.70.13030.0 Same day as scan
TheHacker 6.1.6.073 Same day as scan
Norman 5.80.02 Same day as scan
Authentium 4.93.8 Same day as scan
Avast 4.7.936.0 Same day as scan
DrwWeb 4.33 Same day as scan
VirusBuster 4.3.19:9 Same day as scan
F-Prot 4.3.1.45 Same day as scan
Sophos 4.15.0 Same day as scan
Kaspersky 4.0.2.24 Same day as scan
Ewido 4 Same day as scan
VBA32 3.11.2 Same day as scan
Ikarus 3.1.1.3 Same day as scan
ClamAV 20060426(devel) | Same day as scan
Fortinet 2.85.0.0 Same day as scan
Sunbelt 2.2.907.0 Same day as scan
Prevxl 2 Same day as scan
UNA 1.83 Same day as scan
Microsoft 1.2204 Same day as scan
Proventsure Asa-

rium 1.1 1/22/2007
FileAdvisor 1 Same day as scan
PEID 0.94 5/10/2006




For scanning, the independent third-party servidegirustotaP
were used. Virustotal maintains real-time automaipiates of
virus signatures for each product and returns leéetaesults from
each antivirus engine. Real time global statistiesavailable from
the Virustotal website. There are certain limitaido using Virus-
total as the scanning platform, and these limitetiare discussed
in theDiscussiorsection of this paper.

Asarium and PEID are not maintained by Virustasal the sam-
ple files were scanned manually by the authorsiDRias used
with its default detection database, and configuredun a deep
scan. Asarium was previously developed by one efalithors of
this paper. Both Asarium and PEID were includedlustrate the
discussion of generically detecting malware by erarg file
structures as opposed to more traditional methbalsle 2 contains
a file hash listing of the malware files examined.

Table2. Malware File Hashes

MDS5 File Hash
7E-FC-FD-65-77-C4-26-E3-50-2F-35-2C-78-5D-10-E5

C7-10-84-D9-95-8F-82-53-75-CA-57-3C-A7-E2-47-92

E5-A7-05-A9-8D-A4-B9-1E-BD-D9-3D-CC-A5-30-E8-0A

83-86-88-BC-58-FD-1A-B0-11-53-2B-52-7F-DE-A1-14

39-19-E7-AC-D0-3C-53-20-9F-F8-96-EF-3D-6C-5D-7A

5C-9C-1B-2C-46-A5-5F-0E-63-02-BE-63-0F-4F-94-FF

57-B8-23-62-51-91-FA-FC-01-B8-01-96-75-D7-F7-4D

BF-25-44-2B-93-D6-07-78-BC-C7-60-F7-64-95-1F-12

D1-13-3C-32-41-3D-D8-06-A1-F6-C1-56-FE-F1-55-21

BD-56-B8-BD-DF-B9-FC-1E-14-83-45-D9-AB-90-05-12

C8-5D-16-4F-90-10-1D-64-4A-F1-15-77-B1-1F-D3-0A

47-5B-EF-F4-F4-50-44-E7-2F-CD-52-1D-84-46-DB-AC

10-D8-BE-76-16-28-7C-9B-97-5E-C5-21-14-CC-54-C3

C6-FD-E3-A5-7C-40-00-86-05-89-16-B4-33-C6-02-28

02-D2-FD-B2-B3-FD-ED-C1-98-55-C1-15-30-3C-6C-E9

F9-8F-22-97-B9-5C-3F-B1-19-1F-4D-01-0E-C6-DB-24

F4-26-01-D4-AC-18-BB-06-D8-30-B6-F8-E4-50-0A-DF

C5-E2-F8-E2-3E-F4-E1-CD-EE-46-94-6E-07-34-5A-BE

40-4D-25-8E-63-A7-08-32-0B-1B-21-43-DB-25-DA-6A

BA-E2-2C-30-AD-30-0A-88-51-05-06-B3-23-66-34-40

C9-DF-A0-E4-F4-A6-40-9A-AA-49-B8-91-C8-A8-68-F2

Al-5E-B9-51-9F-80-F8-2B-BE-B0-FC-E9-C6-5D-20-CB

03-E5-D9-F3-3C-D8-0D-11-7B-69-20-6C-B7-E7-B3-E2

EC-43-99-88-D5-94-BE-E8-0F-62-BB-3B-5B-02-48-1A

A7-A5-23-2B-CD-EC-3D-69-AC-D8-3E-D4-18-59-F9-A0

2C-DE-A2-29-AE-03-BE-84-5A-AF-85-5E-C4-DD-F4-D6

BC-10-DA-51-1C-B4-87-B1-1B-15-1D-58-89-8B-5E-AA

97-42-B6-E2-10-0C-4E-2C-AD-EE-9F-74-31-73-52-7TE

54-1A-CA-15-58-D4-C6-BF-E5-3C-F1-CA-36-BA-11-B1

8B-9A-07-E3-FB-D6-68-10-CE-07-85-E8-E6-18-B2-6F

D6-A5-EE-48-F0-AB-68-55-97-A5-81-51-66-D5-E2-CC

AA-FB-91-10-FD-58-3A-95-AF-0B-3F-09-81-73-86-09

E4-CB-20-46-52-23-B8-BF-2D-D6-85-7B-1B-65-7A-9F

10-36-E3-DD-DC-89-A4-E6-8D-8A-33-F3-82-3A-18-0E

C9-A9-0E-78-A4-8D-3E-41-A8-EA-4C-47-A2-94-9F-73

5 See http://www.virustotal.com for more information

Because every product detects malware differeatiy, triggers
alerts on different aspects of malware, testingpanted forposi-
tivesandfalse negativesnly. In other words, if a particular prod-
uct returned any indication the file was malwalatesl, credit was
given to the product for identifying the file as Imare. If the
product generated zero alerts about the file s@hnimen it was
counted as a missed result.

For the purpose of this test, the terms backdodrmaalware are
used synonymously, and are used to describe seftihat is non-
commercially supported, maliciously installed, aaffows full
access to the data, remote management, and adatinistof the
system it is installed on.

3 RESULTS

Of the 35 malware files, three invalid files wesmoved from
the sample set, leaving 32 malware binaries usehbeifinal tests
and performance calculations. If the malware binanguld not
consistently execute on a computer, then it waoveeh from the
test group due to inconsistencies in detectionltesu

Table 3(below) and Graph 1 (Appendix) summarize the tasul
of the testing. The average detection rate amongratlucts was
33%. The highest was Asarium with a 75% detectain, rand the
lowest was tied between ClamAV and FileAdvisor watl6% de-
tection rate.

The most shocking and unexpected resatt seeing that 94% of
the products had a less than 50% detection rate.

Table3. Scanner Results

Results
Scanner of 32 Percent

Proventsure Asa-

rium 24 75
Panda 16 50
eSafe 15 47
AntiVir 14 44
Fortinet 14 44
BitDefender 14 44
F-Secure 13 41
F-Prot 13 41
VBA32 13 41
Symantec 13 41
AVG 12 38
Ikarus 12 38
Sunbelt 12 38
Norman 11 34
Authentium 11 34
Kaspersky 11 34
NOD32v2 11 34
CAT-QuickHeal 10 31
Prevx1 10 31
UNA 10 31
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Avast 9 28
McAfee 9 28
DrwWeb 9 28
Ewido 9 28
PEID 9 28
VirusBuster 7 22
Sophos 7 22
eTrust-Vet 7 22
TheHacker 6 19
Microsoft 4 13
ClamAV 2

FileAdvisor 2

4 DISCUSSION

The first and foremost point to make about the psepof the
test and paper is not to establish which produetsad the most
problems in a sample of binaries. The purpose efghper is to
evaluate the performance of market-leading prodagtsnst mal-
ware sampled from production environments in tha reorld.
This is a subtle difference and one of importastidction. Many
organizations assume they are perfectly safe bedhey run anti-
virus and/or firewalls on end user's systems. Qumpgse of this
paper is to evaluate this posture.

One limitation in this test was the use of Viruatats a scanning
platform. VirusTotal AV engines are command linesiens. This
can introduce differences between Virustotal resarftd those seen
from the stand-alone versions - especially in potglthat rely on
personal firewall logging as well.

Many published tests are based on "Zoo" collectafrisundreds
or thousands of binaries. It is commonly known ¢hesllections
are filled with corrupt executables and false pes#. Addition-
ally, AV companies help contribute to these coltsts, which
make them terribly skewed in the first place. Ttterapt here was
to test products against malware coming entirebynflive com-
promises of end-users and not vendors.

However, a limitation of this experiment is theesaf the sam-
ple data, although it was chosen intentionally.eAftollecting
binaries for three months, there were dozens nmtesé, however
files with duplicate hashes were removed, whichatlyereduced
the sample size. These malware binaries are aliemtaken from
recently hacked computers that allow remote acteshe com-
puter by outside parties. They are not the typeflesf virus scan-
ners were originally developed to scan for, suctDf&e Docu-
ment macro viruses or mass mailing viruses. Degpite these
types of files are the most regularly found causiesompromise
today. If macro viruses had been scanned, it ie&®po the results
of certain products would go down severely, whiteeos would
increase dramatically.

Given this constraint, binaries used in the sansglewere se-
lected intentionally. This is the malware most migations are
unaware of, since many IDS’s and other networktinglproducts
are currently unequipped to reliably detect alltloém. IDS is
constrained principally to unencrypted traffic, bercustom proto-

col p2p and traditionally encrypted backdoors wipically evade
detection. In addition, these backdoors are orta@most serious
threats to organizations, since they all allow sdaren of remote
control and/or administration of the systems theyiastalled on.

One of the big shifts new vendors are taking inwaaé detec-
tion is examining binary formats as opposed to singoking for
signs of specific viruses. For example, the Poetabkecutable
(PE) is the file format specification used for exbles and .dll's
on 32-bit and 64-bit Windows operating systtmsan executable
file consists of a number of headers and sectiasch jointly
direct how the file is ultimately mapped into memofrhese sec-
tions are aligned to page boundaries to accountefgions which
require specific memory protection specificatioribBhese protec-
tion specifications include information such as thklee or not the
area is writable or executable. One particulatise®f note is the
import address table (IAT), which is used as areszfee for the
application when it is calling a Windows API| furaii Most
packing or compressing programs will destroy thgioal IAT to
free unnecessary space; the Windows loader isregtyeforgiving
with PE headers. Virus authors can even potentialiyse the
Windows loader itself to hide malicious code whishexecuted
before the actual program in addition to obscuairgady present
malicious content.

Some products work by scanning the structure otueble
files and comparing the header structure to pfid normal
compilers like Visual Studio and Borland. Othergkvby analyz-
ing information contained in the IAT (described adpand Export
Address Tables.

These methods are extremely useful in identifyirgjware be-
cause virus and malware writers typically use hinabfuscators
and packers. UPX is the most common example o&ttathough
by no means the most steaithy

These methods are also useful since they look ferfuniver-
sal" signs of binary integrity. Since these faadtbinaries do not
change frequently, these methods require littleatipd over time,
as opposed to antivirus products which typicallgdéo be up-
dated daily, or even hourly.

The potential drawback of these methods is thag gireduce
alerts that are more general in nature. For examaiere Asarium
returned an alert with the name " HIGH:ENIGMA-PACEBIN"
other scanners might have returned a more spesifimt name
indicating the actual backdoor. On the other hangas seen that
almost all of the products identified each backdtitferently from
one another. This lack of consistency between misdorings the
value of this point into question in the first pacAdditionally,
with the proliferation of backdoor source code aedple with the
ability to customize them, it seems to be most ulsef simply
identify a file as malware regardless of the apita identify the
exact flavor of it. This gives administrators thaslity to do some-
thing they are currently lacking - the ability ttentify the problem
and clean the system.

® May 21, 2006. "Microsoft Portable Executable ami@on Object File
Format Specification." Microsoft Corporation. RedrdpWashington.
" http://upx.sourceforge.net/




5 SUMMARY

Many organizations assume they are perfectly safadse they
run anti-virus and/or firewalls on user's systems.

The average detection rate among 32 different segrproducts
was 33% when scanning 32 different backdoors htedegom
live compromised computers in the wild. Proventsurssarium
had the overall highest detection rate with 75%ndaaSoftware
had the next highest at 50%, and two productsftedhe lowest
detection rate at 6%. Perhaps the most disappgintsult ob-
served was that 94% of all the products detectssl lean half of
the malware scanned.

The results should serve as a significant revelat®m people
serving in operational security and executive rdkesenterprise
information technology groups. Most people are wllare of
industry standards and best practices for sechyitysing multiple
layers of technology, however many technologiestigmed years
ago are not always best suited for the breadthradlpms existing
in the wild today. Additionally, as shown in thedirning of this
paper, vendors will make claims of performance #rat difficult
for organizations to validate. The vendor thatroled 100% detec-
tion in the quote at the beginning of this papdualty had a 28%
detection rate in this tests.

Additionally, as threats continue to evolve, versdoeed to step
forward with new ideas and solutions to problenssppposed to
consistently being reactionary to new problemsraftganizations
have already fallen victim to them.




